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FORMING AND PREVENTING CYBERBULLYING

Abstract. The relevance of the study of the main problems of information processes
implementation and interpersonal cybercommunication by adolescents in digital space is due to the
constant intensity of digital communication and an increase in forms of interaction with social
networks. The relevance of this problem is enormous, since technology has taken a leading place in
human life with digital economy development. Cyberbullying is intimidating and bullying using
digital technology. According to Global Cyberbullying Research Center, about a third of all
teenagers in the world have been intimidated and bullied online. It can be accessed on social media,
messaging apps, gaming platforms, and mobile phones. Because of the Internet’s negative impact,
in addition to physical influences, adolescents can lead to problems with emotional and mental
health, and a decrease in academic performance. The article presents the features of projects on the
prevention of cyberbullying: TABBY, KiVa, Cybereduca 2.0., MediaHelden, Stop Cyberbullying
Day, CREEP are shown. Methodological foundations for studying digital hygiene skills formation
and cyberbullying prevention of adolescents are focused on an axiological approach, a participatory
approach, and a cyberontological approach. Structural and content scheme for the formation of
adolescent digital hygiene skills and cyberbullying prevention consists of interrelated and
interdependent parts: it is presented through targeted, content-process, effective components, and
psychological and pedagogical conditions are defined. In this pedagogical model presented in the
study, interrelated and interdependent components are presented, effective psychological and
pedagogical conditions are determined.

Keywords: digital space, digital hygiene, cyberbullying, adolescence, pedagogical modeling,
structural and content scheme.
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Kacecnipimaepain un@pJbIK rurneHa JarbLUIAPbIH KAJIBINITACTHIPYAbI KIHE
KUOepOYJVIMHITIH aJ/IbIH aJIybI eJaroruKajJbIK MoJejbIaey

Anparna. XKacecnipiMaepaiH U PIIbIK KEHICTIKTE aKIMapaTThIK YACPICTEp MEH TYJIFaapasIbiK
KHOSPKOMMYHHKAIMSIHBI 1CKE achIPYABIH HETI3r1 MpoOiieMallapblH 3epTTEYAIH ©3€KTUIIr mH(PIIBIK
KOMMYHHKAIUSHBIH Y3/IIKC13 KApPKbIHABUIBIFBIHA, QJICYMETTIK MEia KeliJIePMEH e3apa dpeKeTTecy
(dhopManapbeIHBIH apTybIHA OalIaHBICTBI. BYJ1 MOCENICHIH ©3CKTLIIr 6Te YIKEH, O6UTKeHI TEXHOJIOTHS
ajgaM eMipiHae HU(PIBIK IKOHOMUKA JaMYBIMEH O3BIK OpbIiHFa ue Oonabl. KubepOymmuur — Oy
UQPITBIK TEXHOJIOTHSIHBI KOJIITAaHY apKbUIbI KOPKBITY JKOHE ko0ipiey. FamaMmIbik kuOepOyuTHT T
3epTTey OPTAJBIFBIHBIH MATIMETI OONBIHINA, dIeMIeri OapibIK jKacecHipiMIep/IiH MaMaMeH YIITeH
0ipi MHTEpPHETTE KOPKBITY MEH Kopiayra yiibiparad. O oJeyMeTTiK skemiyiepae, xabap ammacy
KOCBIMILIANIAPBIHIA, OWBIH IUIaTGopManapblHAa >KoHE YsIbl TenedoHaapaa OOIybl MYMKIH.
WuTepHeT >KeMiCiHIH Kepl BIKMaIbl HOTHXKECiHIE (DU3UKAIBIK ocepieplcH Oacka kacecmipimuep
HMOIIMOHANIBI KOHE TICUXUKAIIBIK JIEHCAYJIBIK Mpo0iieManapbiHa, OKy YJArepiM TOMEHeYyiHe OKelyl
MYMKiH. Makanana kubepOy/UMHITIH anipiH any OoiipiHma tansiMal TABBY, KiVa, Cybereduca
2.0., MediaHelden, Stop Cyberbullying Day, CREEP »xo06anapbIHbIH epeKIIeTiKTepl KOpCeTUIreH.
XKacecnipimaepaiH HUPIbIK TUTHEHA JaFAbUIAPbIH KAJIBINTACTBIPY MEH KHOEPOYIUIMHITIH alblH
alyAbl TeNarorukaiblK MOJETBbACY Moceneci KapacTelpbuiraH. JKacecmipiMaepaiH IUPPIBIK
TUTHEHA JaFIbUIapblH  KaJBIITACTBIPY JKOHE KHOEpOY/UIMHITIH ajJIblH  allyAbl 3€pTTEY/iH
o/licCHaMaJIbIK HET13/1epl aKCUOJIOTUSIIBIK TOCLT, MAPTUCUTIATUBTI TOCT, KNOSPOHTOIOTHSUIIBIK TOCLITe
OargapianraH. JKacecnipiMaepaiH UMQPIBIK TUTHEHA JaFabUIapblH  KAJBIITACTBIPY KOHE
KHOepOyIIMHITIH allJIbIH alyAblH KYPBUIBIMIBIK-Ma3MYHJIBIK ChI30achl CHI ©3apa OaiimaHbICKaH
KOHE e3apa Toyenal OeJiKTepAeH Typaabl: MaKCaTThIK, Ma3MYHJBIK-YAEPICTIK, HOTHXKEIIK
Kypaylibuiap apKblIbl YCHIHBUIBIN, MCUXOJOTHSUIBIK-TIEAarOTUKATBIK MApPTTaphl aHBIKTANFaH. by
3epTTeyJe VChIHFAH TICJarOTUKAIBIK MOJIENb/Ie ©3apa OailIaHBICTBI JKOHE e3apa  TOyelIi
KOMITOHEHTTEP YChIHBUIFaH, TUIMI TICHXOJIOTUSITBIK-TIeIar OTUKAIBIK YKaFJaiiiap aHbIKTa FaH.

Kinr ce3gep: uudpiblKk KeHICTIK, LUQPPIBIK TUTHEHa, KUOEpOYIIMHT, >KacecHipiM,
MeAaroTUKaIbIK MOJENb/IEY, KYPbUIBIMABIK-Ma3MYH/IBIK ChI30a.
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Ilexarornyeckoe MmoaeaupoBanue popMupoBaHus HABBIKOB M (POBOIl TUTHEHBI NOAPOCTKOB
U NPOoQUIAKTHKH KHOepOyiIuHTa

AHHOTAUMA. AKTYalbHOCTh MCCIICIOBAHHUS OCHOBHBIX MPOOJIEM peau3allid MOIPOCTKAMU
MH(OPMALIMOHHBIX ~ MPOLECCOB M  MEXJIMYHOCTHONH KHOEPKOMMYHUKAIMM B  LU(POBOM
MPOCTPAHCTBE  OOYCIIOBJICHA TOCTOSHHONW HMHTCHCHBHOCTBIO IU(GPOBONH  KOMMYHHUKAIIHH,
yBenuueHueM (GopM B3aHUMOJICHCTBUS C COIUAIBHBIMU CETSIMH. AKTYaJlIbHOCTh JAHHON MpPOOJIeMBbI
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OrpPOMHA, TaK KaK TEXHOJOTMH 3aHSUIM ONEpEKaroIlee MECTO B JKM3HHM YEIOBEKa C Pa3BUTHEM
1 poBoil 3KOHOMUKH. KubepOy/UIMHT — 3TO MHTEPHET TPaBiIs C HCIOJIb30BaHHEM LH(POBBIX
TexHosiorui. I1o JaHHbIM 106aIBPHOTO UCCIIEA0BATENBLCKOTO IIEHTPa KHOepOyIUIMHTa, OKOJIO TPETH
BCEX IIOJIPOCTKOB B MHUPE IOJIBEPraMCh TPaBie W 3alyTHBaHUIO B WHTEepHETe. OH MOXET OBITH
JOCTYIIEH B COLMANBHBIX CETAX, NPUIOKEHUAX Ui 0OOMEeHa COOOIIEHUMH, UTPOBBIX ILUIaThopMax
U MOOWIBHBIX TenepoHax. B pesymprare, HeraTnBHOE BIUSHHE ceTH VIHTepHET MOMHMO
(Gu3NYeCKUX BO3IEHCTBHNA, MOXET IPHBECTH K CHIDKEHUIO YCIEBAaeMOCTH, K MpodiiemMam,
CBSI3aHHBIM C SMOLIMOHAJIBHBIM M MCHUXHYECKUM 37I0POBHEM HOAPOCTKOB. B cTaThe mpenacraBieHsl
0COOCHHOCTH TPOEKTOB 1O mnpoduiakTuke kubepOymimura: TABBY, KiVa, Cybereduca 2.0.
ITokazansl MediaHelden, StopCyberbullyingDay, CREEP.

Jnst  GopMHpOBaHUS y TMOAPOCTKOB HABHIKOB HU(POBOH THUTMEHBI M MPO(UIAKTUKH
KnOepOyJUTMHra HCIOJB30BAIICS METOJ TeJaroru4eckoro MOJEIHPOBAaHHS. MeTOH0IOTrHYeCcKre
OCHOBBI U3y4eHHs (POPMHUPOBAHUS HABBIKOB U(POBOI TUTHEHBI U MPO(UITAKTHKHA KHOep3amyruBa-
HUSI TIOJIPOCTKOB OPHEHTHPOBAHBI HA aKCHOJOTMYECKUl, TApTUCUIIATUBHBIA U KHOSPOHTOIOTHYeC-
ki moaxonbel. CTpyKTYpHO-COepKaTeNbHas cxema (JOpMUPOBAHHS HABBIKOB IH(POBOI TUTHEHBI
MOJIPOCTKOB M MPOQMIAKTHKHA KHOSpOYIUIMHTa COCTOUT U3 B3aMMOCBSI3aHHBIX U B3aUMO3aBHUCHMBIX
YyacTeil: TpeACTaBiIeHa uepe3 IeNeBYI0, COAEPIKATEIBbHO-TIPOLECCHYIO,  PE3YyIbTaTUBHYIO
COCTaBJIAIONINE, ONpPENENICHbl MCUXO0JIOr0-TIearornyeckue yciaoBus. B naHHO#M memarormueckoi
MO/IENN, TIPEACTABICHHON B HCCIIEIOBAHNH, TPEICTABICHBI B3aNMOCBSI3aHHBIC I B3aMMO3aBUCUMbIE
KOMITOHEHTBI, OITpe/IeTIeHbl 3 (QEKTUBHBIC ICUXOJIOT0-TIEAArOTNYECKUE YCIOBHUSI.

KiawueBble ciaoBa: 1mdpoBoe TPOCTPaHCTBO, LU(POBas THUTHEHA, KUOEpPOYJUIMHT,
MOJIPOCTKOBBIM BO3pacT, NMeJaroruueckoe MoJIeIMpOBaHUE, CTPYKTYPHO-COIep KaTelIbHAs CXeMa.

Introduction

Kazakh people systematized and formed unwritten rules and requirements for educating the
Kazakh people systematized and formed unwritten rules and requirements for educating the
younger generation, which are suitable for socio-public conditions of their time, culture and history,
language and mentality, and living environment. Our people have learned that with each age period,
a child's mind grows and horizons of knowledge expand [1]. The core of a teenager's thinking is
broader, and the content of thinking is richer and more complex. This allows individuals to
consciously build their worldview, values of the individual system, and “I — Concept”. “Adolescent
age is associated with a change in social situation of development — desire to join adult world,
orientation of behavior towards norms and values of this world. As a teenager grows up, he moves
to an important stage, when, based on general qualitative new character of a person, the structure
and composition of a child's actions, basis of conscious behavior, general orientation in the
formation of moral representations and social attitudes is created” [2]. The social environment is
also the closest social environment that directly contributes to the development of the child's
psyche: parents and other family members, later kindergarten teachers and schoolteachers
(sometimes family friends or a clergyman). It should be noted that with age, social environment
also expands [3]: from the very beginning of preschool childhood, the development of the child is
facilitated, and in adolescence and high school youth, some social groups-mass information centers,
rallies, sermons in religious communities, etc., may have great influence.

In this regard, today the closest social environment, which directly contributes to the
development of adolescents, is expanding its field through social networks. Social networking
allows teenagers to create and maintain various social connections, join new groups and
communities with common interests and values, discuss topics of interest to them, and find support
from other users. Although social networks are effective as an optimal environment for the
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implementation of communication services, social network addiction among adolescents is leading
to the spread of the cyberbullying problem.

The purpose of the study is to create a structural and meaningful scheme for the formation of
skills in digital hygiene and prevention of cyberbullying among adolescents and to determine
psychological and pedagogical conditions. Research objectives: - study of domestic and foreign
experience in the formation of skills of digital hygiene of adolescents and prevention of
cyberbullying, development by pedagogical modeling of a structural and content scheme for the
formation of skills of digital hygiene of adolescents and prevention of cyberbullying using
axiological, participatory, cyberontological methodological approaches, determination of
components of a structural and content scheme and psychological and pedagogical conditions for its
implementation.

Research methods and materials

Research methods analysis of theoretical sources, systematization of materials and
pedagogical modeling. The results of far and near foreign experiments on the formation of digital
hygiene skills and cyberbullying prevention in adolescents, monographic studies, and scientific
articles of the authors were used as research materials on digital hygiene skills formation and
prevention of cyberbullying.

Pedagogical modeling is effective in the formation of a methodology for educational and
upbringing work implementation carried out in schools in the direction of digital hygiene skills of
adolescents and cyberbullying prevention.

The essence of pedagogical modeling lies in the fact that scientific and pedagogical activity,
realizing scientific knowledge ideas, has a system of expression in a new ideal or materialized
knowledge and in a refined phenomenon/process, solving problems of scientific knowledge,
revealing a certain set of ideas [4].

A structural and content scheme for digital hygiene skills in adolescents formation of and
cyberbullying prevention has been developed, and psychological and pedagogical conditions have
been determined. Digital hygiene skills in adolescents’ formation and structural and content scheme
development for cyberbullying prevention were based on axiological approach, participative
approach, and cyberontological approach. The axiological approach is based on understanding the
social nature of values in digital society conditions, the formation of individual value orientations,
their spiritual, moral, and creative principles.

Digital hygiene skills in adolescents’ formation and participative approach use in
cyberbullying prevention will allow expanding understanding of adolescents about human nature,
forming their readiness for partnerships with outsiders, and self-determination in life values system.
The cyberontological concept is determined by the conditions for substantiating the potential of
constructive use of ICT, computer, internet, and digital technologies for socialization, training and
education, based on socio-cultural, psycho-age, gender, ethno-confessional, personal, and individual
characteristics of a person. According to V.A. Pleshakov, cyberontology is “human life and/or vital
activity in cyberbullying, determined by development level” [5].

Results

Structural and content scheme for digital hygiene skills in adolescents’ formation and
cyberbullying prevention consists of interconnected and interdependent parts: target, content-
process, and result components.

Target part was defined as the formation of digital hygiene skills in adolescents and
theoretical knowledge formation about cyberbullying prevention, readiness to apply this knowledge,
values, and norms of behavior formation.
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To identify the content and process components of this structural and content scheme, foreign
and native scientific practices of forming digital hygiene skills and preventing cyberbullying in
adolescents were studied.

Digital hygiene is a fundamental concept that includes skills of information processes, safe
implementation over the internet [6]. In cyberbullying prevention at the present stage, digital
hygiene skills formation is of great importance, since it is the main prerequisite for cyberbullying
prevention.

Basic Rules of digital hygiene [7]: - create a complex registration password, change it
frequently and do not duplicate login and password when registering on various sites; - open and
use main e-mail for work, separating mail for interest; - always use two-factor authentication, that
iIs, SMS message codes, additional e-mail; - always update programs and operating systems on
devices (computer, mobile phone); - do not click suspicious links and do not download suspicious
files; - provide your device with reliable anti-virus protection; - the main thing is to ensure
confidentiality, that is, to be careful with personal information about yourself.

Currently, the cyberbullying problem among adolescents in the country and abroad is being
intensively studied. Scientists, teachers, psychologists, and sociologists have developed various
programs for cyberbullying prevention, online assistance, and counseling work is underway (Table
1).

Table 1 — Cyberbullying prevention projects and programs

Ne Websource/ Essence and content of the project (program)
programname
1 2 3
1. | https://cyberbullying.o | - The Cyberbullying Research Center is designed to provide up-to-date
rg information about the nature, scope, causes, and consequences of

cyberbullying among adolescents. The center also explores other behaviors
of adolescents on the internet, including sexting, social media abuse, digital
dating abuse, and issues related to digital citizenship, resilience, empathy,
school climate, etc. [8].

2. | https://stopcyberbullyi | Founded in 2012 and coordinated annually by Cybersmile Foundation, Stop
ngday.org Cyberbullying Day is a global awareness and events day, both online and
offline. Stop Cyberbullying Day brings together Internet users, Players,
brands, scientists, educators, media, nonprofits, governments, and public
figures around the world. The annual event provides a great platform to
demonstrate or reaffirm your commitment to a friendly and inclusive
internet.  Social media  users are  encouraged to  post
#STOPCYBERBULLYINGDAY on all social platforms to support the

event.
3. | https://lendcyberbullyi | The foundation of Cybersmile Foundation is based and coordinated.
ng.net Cybersmile Foundation - an international non-profit organization, registered

as a non-profit organization in the USA and registered as a charitable
organization in Great Britain (No. 1147576). Students and parents are
focused on reporting cyberbullying and working to eliminate it. The goal of
the project is to make the website A Center for the exchange of information
accessible to students and parents. It also publishes an ‘“eliminate
cyberbullying” bulletin for members every two months, which includes
news and information in detail. To publish anti-cyberbullying petitions, to
provide advocacy programs, etc.
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Continuation of Table 1

1 2 3
4. | https://www.medienhel | Media Helden, a program to prevent cyberbullying among teenagers in
den.at/ Germany, as a solution to the problem of increasingly serious teenage

cyberbullying. The goal of the Media Holding program is to reduce the number
of victims and criminals, as well as to prevent cyberbullying by increasing
empathy. Through role-playing games, students practice and train their
empathy skills, focusing on their actions and changes as bystanders, and not
just on the role of the criminal victim in a cyberbullying situation. Teenage
cyberbullying is not an individual problem; but occurs when social power is
abused in social relationships. It is hoped that this program will spread the
message that cyberspace is also a social space with ethics and rules, and will
become a solution to prevent cyberbullying among teenagers [9].

5. | www.cybereduca.com

Created as a program and video game, Cyberprogram 2.0 and Cybereduca 2.0
represent an intervention proposal aimed at combating and reducing
cyberbullying in youth, effectiveness of which has been proven in experimental
studies. The proposal consists of four key objectives: (1) to reflect on those
involved in bullying and cyberbullying situations, (2) to assess the level of
damage and severe consequences caused by malicious acts of digital violence,
(3) to gain knowledge about the guidelines established to prevent such
incidents. what is happening; to know how to react when a person is subjected
to digital violence or when he takes note that someone else is hurting, and (4) to
promote the development of social and expressive factors that

prevent aggressive behavior (for example, empathy, verbal interaction,
cooperation, and ethics). The proposal was designed with 25 events in mind,
eventually culminating in the Cybereduca 2.0 video game. In the classroom, the
activities conclude with the last activity being an online video that completes
the intervention program. The video game part of program is organized around
an imaginary storyline, which includes a trivial cybernetic study consisting of
120 questions on various topics (for example, cyberphenomena, cybersexuality,
computer technology and security, consequences of cyberbullying, coping
methods) and answers about cyberbullying [10].

6. | https://www.tabby.eu

Internet Youth Bullying Threat Assessment Program (TABBY) was originally
developed in 2010 and implemented in 2011-2013 in Italy and four other EU
countries (Bulgaria, Greece, Cyprus and Hungary), and then was conducted in
three more EU countries (Spain, France and Poland) with new components. The
program was developed based on what scientific community knew about
reducing cyberbullying and raising awareness of cyber risks. The program was
developed and implemented with the support of the European Union's Daphne
Security and Justice Program to reduce violence against women and children,
and in some initiator countries (Italy, Spain, France, Hungary) It is still used as
one of the existing intervention programs. The TABBY program is based on
two components. The first component is a TABBY “toolkit” and includes the
following elements: (a) an online self-report questionnaire and a TABBY
checklist, which is also used to obtain a “cyberbullying risk” profile; (b) four
short videos (available online and on DVD); and (c) a brochure-manual for
teachers (digital and paper versions), with which teachers are trained. In order
to make the program usable, applicable and useful, paragraphs (a), (b) and (c)
are used as materials for the second component of the program to train teachers,
who then work with this material with students. The program also provides (d)
teacher training in cyberbullying and (e) work with students [11].
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Continuation of Table 1

1 2 3

7. | StopBullying.gov - Provides information from various government agencies (Department of
Education (ED), Department of Health and Human Services (HHS), Centers for
Disease Control and Prevention (CDC), Health Resources and Services
Administration (HRSA), Office of Substance Abuse and Mental Health
Services (SAMHSA), Department of Justice (DOJ), Federal Partners for the
Prevention of Bullying). The project works closely with the Steering
Committee of Federal Partners for the Prevention of Bullying - An interagency
organization jointly headed by the Ministry of Education and the Ministry of
Health and Human Services, which coordinates policy, research and
communications on bullying issues. The site provides unified access to U.S.
government information on bullying topics.

8. | https://www.kivaprogra | KiVa (abbreviation from KlusaamistaVastaan —"against bullying™) is a
m.net scientifically based anti-bullying program developed at the University of
Turku, Finland, with financial support from the Ministry of Education and
Culture of Finland. This is a four-month prevention program (school policy)
consisting of educational sessions, trainings, movie screenings, gamification,
parent education and mentoring. The program consists of two

main components: universal actions and specified actions. Universal actions
include classroom lessons that: 1) increase awareness of the role the group
plays in supporting bullying, 2) help increase empathy for victims, 3) help
promote youth victim support strategies and therefore develop their self-
efficacy. The KIVA program is comprehensive, requires the efforts of the entire
school, all subjects of education and includes separate curricula for elementary,
middle and high school students. The high effectiveness of KiVa has been
scientifically proven during a large national randomized and controlled trial, as
well as several different studies. KiVa is used all over the world, and it is the
most studied anti-bullying program in the world [12].

9. | A video program based | The program includes several preventive videos consisting of the following
on the theory of | blocks:1) four short videos (10 minutes), which summarized information about
reasonable action | teenagers who were subjected to cyberbullying and eventually committed
(TRA) suicide (this video is used to increase empathy among viewers towards victims
of bullying, change their attitude to cyberbullying); 2) information slides with
voice acting are used to attract attention including important information about
cyberbullying (e.g., definition of cyberbullying, various types of cyberbullying,
tactics, used for cyberbullying, the consequences associated with bullying, and
prevalence of cyberbullying; in order to inform viewers about cyberbullying);
3) six short memorable realistic plots that consist of narration and description
of common cyberbullying events (for example, receiving typical text messages;
purpose: formation of empathy towards the victim of bullying, formation of
behavior tactics in case of cyberbullying).
Sixplotsarebasedonrealeventsofcyberbullying [13].

10. [ TheWebQuestprogram | The content of the WebQuest course is presented on a Web page and consists
of six blocks: introduction, tasks, process, resources, assessments and
conclusions. The entire program consists of eight classes. In classroom,
students work in groups, solve various problem situations and learning tasks
[14].

Currently, there are not enough domestic online resources providing statistical, informative
information about cyberbullying. Information sites and research articles are limited to providing
limited data on the problem of cyberbullying.
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In order to help eliminate this gap, we have developed a special website for the prevention of
cyberbullying, the formation of digital hygiene skills for adolescents, and the improvement of
media literacy (https://safe-internet.kz) (Picture 1).

%) https://safe-internet.kz o 3

safe-internet.kz

BacTbl 6eT Kubepbynnuur v MeauacayaTTbinbik LUndpnbik rurneHa dpicTeMenik ceMuHap Pecypctap v  bi3 Typansbl

Picture 1 - The main page of the site

“Creep Virtual Coach” is a mobile application designed to provide digital support to teenagers
to combat, report, and prevent cyberbullying. The Creep virtual trainer offers teenagers
recommendations and psychological and educational materials (in the format of a short video-
cartoon) to strengthen their vitality and ability to overcome difficulties. Surveys to collect
information about experienced or certified cyberbullying activities [16].

Large-scale measures are being implemented in the country to prevent online cyberbullying.
In particular, TikTok, together with UNICEF and with the support of the Committee for the
Protection of Children's Rights of the Ministry of Education of the Republic of Kazakhstan,
continues the large-scale campaign “Academy of Security”, launched last year and aimed at
improving the digital literacy of users in Kazakhstan. The second phase of the campaign focuses on
the problem of bullying in the online space, TikTok, and the UNICEF anti-cyberbullying project
“#Positivsaila”. The project is supported by the Committee for the protection of children's rights of
the Ministry of Education of the Republic of Kazakhstan and contributes to the creation of a
friendly atmosphere on the internet, which, according to users of the platform, protects against
psychological influence, aggressive comments and other manifestations of online bullying
(https://www.unicef.org).

Discussion

Cyberbullying prevention among adolescents requires systematic implementation of
methodological work in combination with the scientifically based “Unified educational program”
adopted in the country [17], which is carried out systematically. This program proposes to focus
content, format of educational measures and projects with adolescents in the content of adolescent
education at the age of 11-15 years on the psychological characteristics and interests of children,
take into account the achievements of digital technologies and involve the family in social
partnership for projects implementation; organize “holidays without gadgets” days.

Because of the analysis of the results presented in Table 1 above, the content-process
component of digital hygiene skills in adolescent formation and cyberbullying prevention was
identified. This part determines the stable, consistent, purposeful nature of digital hygiene skills and
preventing cyberbullying in the adolescents forming process.
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Substantive and procedural component of drawing includes substantive and procedural parts.
Content part is in the content structure of age pedagogy and determines the content of forming
holistic knowledge of adolescents about the digital hygiene process, cyberbullying and strategies for
solving its problems. The process part includes effective didactic tools used: digital hygiene of
adolescents, consistency, and expediency in choosing methods for preventing cyberbullying. As
methods that ensure the functioning of this part, we chose problem situations, situational problem
solutions, multidimensional-holographic method (methods of conceptual and terminological
understanding). As a way to implement the process part, forms were selected: lectures, seminars,
educational hours, trainings, and development of presentation materials (booklets, animated videos,
presentations, etc.).

Resultant component ensures timely receipt by adolescents of information on the
effectiveness of forming digital hygiene skills and preventing the cyberbullying process, on
difficulties and achievements of adolescents, and on necessary skills development. An effective
component performs an analytical function (that is, it helps to establish the level of cyberbullying
prevention and digital hygiene skills in adolescents’ formation, to address the difficulties that have
arisen, and to identify their causes). Methods for implementing this component are assessment,
testing, and survey.

The effectiveness of pedagogical modeling and implementation of forming digital hygiene
skills and preventing cyberbullying in adolescents is directly related to compliance with a set of
psychological and pedagogical conditions, namely:

1. Systematic organization of consultations for digital hygiene skills of adolescents.

2. Teach teenagers strategies for solving problems of cyberbullying, and implement
psychological training aimed at psychological self-regulation skills.

3. Providing psychological assistance to adolescents who have become victims of
cyberbullying, contributing to the positive self-concept of the individual's formation.

4. Digital hygiene skills of adolescents’ formation and systematic monitoring of cyberbullying
prevention, and accounting for its results in the educational process.

Conclusion

The structural and content scheme proposed by us for the formation of adolescent digital
hygiene skills and the prevention of cyberbullying is represented by interrelated and interdependent
components: targeted, substantive, procedural, effective, psychological and pedagogical conditions
are defined. In addition, it is focused on achieving a high level of development of digital hygiene
skills and prevention of cyberbullying among adolescents. The outlined components of the scheme
are implemented on the basis of an integrated scientifically based methodological system aimed at
solving research problems. Based on the above, we believe that the results of this study can
contribute to improving research in the field of developing adolescent digital hygiene skills and
preventing cyberbullying, contributing to a more holistic approach in this context.

This study was funded by the Committee of Science of the Ministry of Science and higher
education of the Republic of Kazakhstan (grant Ne AP19679127)
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